CPC INFORMATION TECHNOLOGY [IT] POLICY

1. Purpose

This policydefineshow Chevington ParishCouncilmanagesitsuse of information
technology, in line withthe Transparency Code forSmaller Authorities (2015)andthe 2025
editionofthe

Practitioners’Guide. Iltensuresthe council’sdigital operations are transparent, secure, and
compliant with data protection laws.

2.Scope

This policy appliesto all councillors, employees, volunteers, and contractors whouse or
manage the council’sITresources, includingbut notlimited to:

o Desktopandlaptopcomputers,tablets, andsmartphones

e Emailandcloud-basedsystems

¢ Councilwebsite, social media, anddigital publicationtools

¢ \Videoconferencingand messagingplatforms

e PersonaldevicesusedunderBring Your Own Device (BYOD) provisions

3. Governance and Oversight

IT Oversight: The Clerkis the designated Data Protection Lead (DPL) andIT Systems
Administrator.

IT Support provided by Community Action Suffolk : Oversees implementation, security,
and compliance

4. Data Protection Security

All processing of personal data shall comply withthe UK General Data Protection
Regulation (UK GDPR) and the Data Protection Act 2018.

PrivacyPolicy: Alldata collection, processing, and subjectrights are governed by the
council’s Privacy Policy, available on the council website.

Access andStorage: Dataisstored securely,withaccessgrantedonlytoauthorised
personnel based on necessity.

Retention: Personal datawill be retained in accordance withthe council’s Data Retention
Schedule and securely deleted when no longer needed. See Data Retention Policy.

Security Controls:

= Strongpasswordprotectionwith multi-factor authenticationwhere possible is
required for all systems.

= Passwordsusedon councilsystemsare tobe unique tothisenvironmentandno
userin scope must use logins associated with non-council systems.
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= Regular security updates and anti-malware software are required on all council-
owned and personal devices.
= Backupsofessentialdata mustbe storedinasecure location.

4,1 Access Control

The Clerk will revoke all access credentials immediately upon a councillor leaving
office. Thisincludes changing the password and freezing the email account(s), access to
council systems (accounting software, cloud storage, website admin).

5. Use of PersonalDevices (BYOD)

Authorised Use Only: Councillors and staff may use personal devices for council
business and subjecttocompliance with this policy. Thisincludesthe use of council-
owned domain-based email and access to the council’s accounting system and
website administration. 2-factor or multi-factor authenticationis required where
supported.

Security Requirements: Devices must be protected by strong passwords, encryption
(where possible), and up-to-date antivirus software.

Accesstocouncildataonpersonal devices must be controlled and subject to regular
review.

DataSeparation:Councildatamustbe keptseparatefrompersonaldatausingdedicated
apps or storage areas.

N.B Any loss, theft, or compromise of a device used for council business must be
reported to the Clerk immediately.

6. Use of Personal Email Addresses

Prohibited Practice: The use of personal emailaccountsforcouncil businessis strictly
prohibited. All council correspondence must be conducted through official council-
provided emailaddresses. Councilemails must not be shared or forwarded outside of
approveddata areas, such as forwarding to a non-council owned domain or personal
email.

Monitoring and Compliance: Any breacheswill be investigated, andappropriate
measures takeninline withthe council’sdisciplinary or governance procedures.

EmailRetention: Allcouncilemailswillbe storedincompliance withthe GDPR, DPA and
Freedom of Information requirements.

6.1 Correspondence protocol—-allcouncillors using council-owned email systems will
ensure the clerkis copiedintoall correspondence, includingreplies.
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e Applies only to council business
e Excludes confidential HR matters

e Excludes correspondence where the Clerk is the subject of a complaint

7. IT Infrastructure Support
Asset Register: Maintainedfor all council-owned hardware and software.

Maintenance: All devices must be regularly updated and checked forcompliance with
this policy along with recommended software updates and both strong password with
multi-factor authentication enabled where possible.

Training:Userscanbe giventrainingonIT systems, cybersecurity, data handling, and
transparency responsibilities if appropriate

8. Monitoring and Review

Annual Review: This policy will be reviewed annually, or sooner if legislation changes.

Audits: Periodic internal audits will check for compliance with security andtransparency
requirements.

9.DataBreach Process and Protocols

The ParishCounciliscommittedtoresponding promptlyand effectively toany data
breachesto minimise risk and comply with UK GDPR and DPA requirements.

10.Definition of aDataBreach

Adatabreachisasecurityincidentthatresultsinthe accidental orunlawful destruction,
loss, alteration, unauthorised disclosure of, oraccessto, personal data. Examples
include:

= Lossortheftof devices containing personal data

= Unauthorisedaccessto councilemailaccounts orfiles

= Sendingpersonaldatatothewrongrecipient

= Malware orransomware attacks compromising council systems

10.1 Reporting aBreach

Immediate Notification: Anycouncillor,employee,or contractorwhobecomesawareof a
data breachmustreportitimmediately tothe Clerk(Data Protection Officer/Lead).

Initial Response: The Clerk in consultation with Council will assess the severity and
scope of the breach and determine if mitigation steps are required (e.g., changing
passwords, disabling access, enabling 2FA [Two-factor authentication]).

10.2 Investigation
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A full investigation will be conducted by the Clerk within 72 hours of the breach being
discovered.

The breach will be logged, including:

= Dateandtimeofbreach

= Typeandvolume of data affected

= Causeandextentofthe breach

= Actionstakentoaddressthe breach

10.3 Notification Requirements

Ifthe breachislikely toresultinarisktotherights andfreedoms of individuals, the council
must notify the Information Commissioner's Office (ICO) within 72 hours.

* Ifthe breach poses a highriskto the individuals affected, those individuals must also
be informedwithoutundue delay, outlining:

= Thenatureofthe breach

= Likely consequences

= Measurestakento mitigate the risk

= Contactinformationforfurther support

10.4 Remediation and Review

= Chevington Parish Council willensurelessonsarelearned and policies,
procedures, or training are updated as necessary.

= Technicalfixes orsecurity upgrades will be prioritised to prevent recurrence.
= Breachlogswillbereviewed periodically toidentify systemicissues.

11. Approval and Adoption

This policywas adopted by Chevington Parish Council 19March 2026 andwillbe reviewed
annually orfollowinga significantincident or legislative change.
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